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Based on our previous project, the need for an analysis toolkit for Nepenthes was found which
could automate some part of the static malware analysis of the malware captured using low
interaction honeypot “Nepenthes”. This document is our review of the NepenthesFE tool, which
we have upgraded as part of our study into Nepenthes and Visualization of Honeypot data.
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1 Introduction

Continuing our research into honeypots (http://www.honeynet.org.in/reports/KK Projectl.pdf ),
we found a wonderful open source tool called NepenthesFE, which provides a front-end
visualization to the data captured by the honeypot. The architecture of NepenthesFE allowed us

to add new modules and visualization mechanisms of captured malware.

2 Setup

Initially we started out making our own analysis tool but after some research we found out
various tools for analysis like:

e Surfids
e NepenthesFE

After evaluating both the options we found out that NepenthesFE satisfied our requirements of
simplicity and scalability. Our setup was built using a single laptop on which we installed the
Nepenthes honeypot and also configured NepenthesFE to listen on the loopback interface - using
IPtables, MySQL and Apache.
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3 About NepenthesFE

NepenthesFE is a front end module for Nepenthes honeypot originally developed by Emre
Bastuz ( ). It helps in cataloging the malware collected using Nepenthes using
http-submit module of Nepenthes. It receives the data from the Nepenthes and stores the
information about the attack on to the MySQL database. It is customizable and hence modules
and features can be added on to it. The basic structure of NepenthesFE is simple hence it is can
be scaled over various types of implementation ranging from single honeypot to a honeynet.

Details of Features and modules of NepenthesFE (includes upgraded versions)

3.1 Features
The Features of NepenthesFE are:

e Features
V0.3

e Fetch data from Nepenthes using HTTP-SUBMIT and store the details in the
database.
Perform analysis based on modules and store the details.
Provide the UI for the collected information.

Give Statistical reports using RRD to generated statistics based on the attack
vectors.

Afterglow

It’s a set of scripts meant to generate dynamic graphs on to out of CSV file. This
feature has been used in to the NepenthesFE module to generate graphs of IP
targeting and ASN. The Tool uses data in CSV format to generate the graphs.
Google Maps

The Google maps API has been added using GeolP data stored in the database

and provides details of the attack based on sensor.

3.2 Modules

The modules of NepenthesFE are:

e V0.3
e ASN
This module uses the DNS based autonomous system lookup service of the Team
Cymru Project (http://www.cymru.com/). If an attack is reported by Nepenthes, this
module will look up the ASN of the attacker IP and add this data to the database. The

Network Intelligence India Pvt. Ltd. - http://www.niiconsulting.com/
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ASN module gives the direct links to Robtex and phish tank. Visualization modules
have been added.

GeolP
This module uses the GeolP service to determine the geographical location of an

attacker by looking up the attacker’s IP address in the GeolP database.

BitDefender

This module uses the BitDefender AV scanner to locally scan the binary. If the
binary is considered malicious, the result will be saved in the database.

File

This module executes the UNIX command "file" to determine the type of the caught
binary.

Objdump

This modules executes the UNIX command "objdump" to retrieve information
specific to an executable

Strings

This module executes the UNIX command "strings" to extract the ASCII characters
from the binary.

UPX

This module executes the UNIX command "upx" to determine if the binary has been
packed with UPX

VirusTotal

This module sends the binary to "scan@virustotal.com" for further analysis. The
NepenthesFE cron job checks a configured POP3 account for the analysis result from
VirusTotal and saves it in the database.

V0.4

VirusTotal
The module of VirusTotal has been reconfigured such that it provides dual methods

to fetch information regarding a binary either using mail or via automated script from
VirusTotal.

Packer

This module executes a script and gives the details of the packer used to pack the
malware.

PE Info

This module executes a script and gives the PE Structure of the malware.

Section

This module executes a script and gives the Section and Entropy information of the
PE based malware.

ASN

The ASN module has been upgraded by adding Visualization module using
AfterGlow. The Links of Robtex and PhishTank have been added.

Network Intelligence India Pvt. Ltd. - http://www.niiconsulting.com/
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3.3 Bugs Fixes
The following bugs were fixed:

e Add user Variable.
e Add sensor Variable.
e Authentication of Cron.php

Network Intelligence India Pvt. Ltd. - http://www.niiconsulting.com/
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4 Screenshots of NepenthesFE
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The Malware page

ndiam Honeymel Project

Hacn &HASI12
=lecs ' iazco ool bteboteoachtd MlosUl L UkS

BTl 57 Fhll-ade TR5 - 57 Fra] 817570 76N

fdafI3CaMcllickasfacdabodca AIE 2T IR0 0a8 S

cUElatt 2UCEE i LIL L 1 ddbdde ot dzh ]

Tt d 3T TNF AFraT AT FEAS TR FT A4

The Statistics page

=t fe 1 Fe T 0 T T30 AR T AR 0F 1217 TR 1T

1d1lcact

222847 JeclebldaCafedoct 49Chal J1c 08298 2das 138 140

eioa!idado =2 'oh e osdd oo dbcabadé ] Sdd2dioz I dog

Las:Secn (& |8
2Uld Us Ul Lzzdl
T 0T 0T 15231281
FOTI-N5-0T TF:=M
201 2-07-01 13:
2012-07-01 13

2UL J-0i-u1

gult Uy Ul

et I O 1

Satlsilcs for ATTACKS

1ef
0.8
D.E.'
04|
0.2_'

a.@

B Incoring
Last : a E'I'EFEIQEE

Siatistics for Unigque Samples

1ef
a8
0.6 |
0.4
[ B |

L= :]

B Incering
Last ! a hverage:

Network Intelligence India Pvt. Ltd. - http://www.niiconsulting.com/




Q liieilcenice Indian Hopemet Project

The Users Page
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The Google maps visualization
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The instance details
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Detail Sample and Modules
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The detail module PEINFO
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The Detail Sample Section, Entropy and packer information
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The afterglow based dynamic mapping based on IP address

Dynamic Graphing

Afterglow Mapping for Country IP and Hash
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The afterglow based dynamic mapping based on ASN number

Dynamic Graphing

Afterglow Mapping for ASN IP and Hash
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5 Future Work

Following is the list of work that can be done:
Integration of other nepenthes sensors.
Adding a malware Hash Search feature.
Visualizing structure of each malware.
Traceroute module can be added.

Emre Bastuz (info@emre.de) has graciously offered Network Intelligence to take over the
project. We are glad to announce that henceforth we will be hosting the project on our website
at http://www.niiconsulting.com/nepenthesfe/ and any upgrades to the project will be added
on our site. As this will remain an open-source project, we call forward volunteers to contribute
new modules, bugs-fixes etc. to us at nepenthesfe@niiconsulting.com
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